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EONLINT STARTUP OPERATIONS LIBRARY
Startup Incident Response SOP
A small-team incident system for restoring service, protecting users, communicating clearly, and learning without blame.
	Collection
	Engineering and security

	Document owner
	The incident commander for the event; the engineering or security lead owns the SOP.

	Last reviewed
	2026-10-04



Why Eonlint publishes these SOPs
Startups need control without becoming corporate. This document is designed to be edited, assigned, and used in real work. It is the shortest reliable path from trigger to outcome, not a policy manual nobody reads.
Need the product and operating system built together? Build with Eonlint
Planning template only. Adapt it to your company, contracts, risk, and jurisdiction. Obtain qualified legal, tax, security, employment, or accounting advice where required.


Startup Incident Response SOP
Purpose
Reduce customer harm and recovery time by establishing command, severity, communication, evidence, and follow-up before an emergency.
When this SOP applies
Use for outages, severe degradation, security events, data loss, incorrect transactions, privacy exposure, or any production issue requiring coordinated response.
Owner
The incident commander for the event; the engineering or security lead owns the SOP.
Required inputs
Incident report or monitoring alert
Affected services and users
Available logs and recent changes
On-call contacts
Communication channels and status page
Expected response time
Critical incidents acknowledged within 10 minutes and command assigned within 15 minutes. Customer updates every 30 minutes until stable. Other incidents follow the published severity table.
Success metric
Median time to acknowledge and restore decreases while repeat incidents from the same cause approach zero.


Exact steps
Execute these steps in order. Record material exceptions instead of silently inventing a second process.
01  Acknowledge the report and open one incident channel and timeline.
02  Assign an incident commander, technical lead, and communications owner; one person may hold multiple roles in a tiny team.
03  Classify severity using customer, data, security, revenue, and duration impact.
04  Contain harm first by disabling, isolating, rolling back, or rate limiting when safe.
05  Investigate with timestamps, preserve evidence, and test one hypothesis at a time.
06  Update internal stakeholders and affected customers at the severity cadence.
07  Restore service, verify the critical customer workflow, and continue monitoring.
08  Close the incident only after stability; complete a blameless review with owners and deadlines.
Decision and approval points
The incident commander can authorize reversible containment and rollback.
Customer, regulator, insurer, law-enforcement, or public disclosure requires the founder and qualified legal or security advice.
Destructive recovery steps require a second technical approver when time permits.
Escalation path
Escalate immediately for suspected breach, personal-data exposure, financial loss, safety risk, unavailable backups, or impact beyond the team's capability. Contact the named external specialists where required.


Controls and customization
Records that must be kept
Incident timeline
Severity and impact
Commands and changes made
Evidence and logs
Customer communications
Root causes and corrective actions
Customization checklist
[ ] Define severity levels and examples.
[ ] Name on-call and external contacts.
[ ] Link dashboards, status page, backups, and emergency access.
[ ] Set communication cadence by severity.
[ ] Confirm legal and insurance notification duties.
Common startup mistakes
×  Letting everyone debug while nobody commands
×  Making risky changes without a timeline
×  Writing a postmortem that blames a person and fixes no system
Document control
	SOP owner
	The incident commander for the event; the engineering or security lead owns the SOP.

	Effective date
	[Enter date]

	Version
	1.0

	Last reviewed
	2026-10-04

	Next review
	[Enter date or review trigger]


Review rule: Review after a material failure, role change, system change, or at least every six months.
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